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Safeguard your Digital Business
With CyberGRC - Continuous Control Monitoring (CCM)



CONNECTED

[ BUSINESS [ES

- Enterprise / Operational Risk  * Regulatory Compliance IT & Cyber Policy » Disclosure Reporting
 Operational Resilience * Policy Management IT & Cyber Compliance + Metrics Management

* Internal Audit  Regulatory Change IT & Cyber Risk « Assessments & Certifications
« SOX Compliance « Regulatory Engagement IT Vendor Risk

Case & Incident

 Business Continuity
Third-party Risk
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MetricStream CyberGRC provides
an end-to-end, connected solution

: * Protect your organization from cyber
IT & Cyber Policy risks and incidents
Built-in content, frameworks

& best practices IT & Cyber Compliance * Model and communicate real-time
quantified IT & cyber risk exposure in

monetary terms

IT & Cyber Risk

* Prioritize risk mitigation efforts,

investments and reduce residual risk
Threats & Vulnerabilities

+ Ensure compliance with multiple

Third-Party Risk industry standards and requirements

Risk quantification & what-if
analysis - Reduce cost and improve efficiencies

v Issues & Remediation In your cyber security team
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Continuous Control Monitoring (CCM)

Continuous controls monitoring (CCM) is a set of technologies to reduce business losses through
continuous monitoring and reducing the cost of audits through continuous auditing of the controls in

financial and other transactional applications.
Evidence Gathering

Assess Risk On Entire Population &J End-to-End Control Testing

Control Monitoring
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How CCM Benefits Your Business

Increased Efficiency
Complete automated control testing against manual control testing.

Increased Visibility
CCM Real-Time View of the compliance status and track evidence trail

Business

Increased Accuracy
Trustworthiness of the inputs and digitally signed reports.

Better Resource Management

Auto trigger of issues for non-compliant resources to manage them
effectively.
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How CCM Works?

Plug-in Relationships Analytics
The “Plug-in Target Application” will The Rules/Controls that are Igfuéegfot:: Ei\{clclelr;eﬂecccfrf?reols
collect the Details needed to Get automatically created can be . .

oo ) . Compliance results. Also, with the
access to the Destination. It's the related to other internal controls relationshins that are built out with
server from where the application will and/or requirements of other internal IibEaries the results can be
;e;'csceklthe Rules and Results of every standards. reviewed against those

relationships.
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Overview

metricstreamn #- continuous Controls Monitoring ) AWS

44 23 Passed

Failed
# of Controls 21

AWS Managed Controls

M o @ » 8 2 2 0 & B ®

37 Critica
260 g

143 Medium
Severity 38 Low

AWS Managed Controls - Execution Summary

Control Id Control Name

PCI-DSS i CIS AWS Foundations

28

# of Controls

Severity

ACM.A mported and ACM-is: tificates should be renewed after a specified time period Medium

APIGateway.1 \P| Gateway RE Socket AP| execution legging should nabled

APIGateway.2

APIGateway.3
APlGateway.4

APIGateway.5 \P| Gateway REST API ca ata shol e encrypted at rest

Medium

Medium

Low

Medium

Medium

Autoscaling.1 ing gr E oac C hould use load balancer health checks Low

Records Per
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AWS Security Best Practices

188 139 pases

_ 48 Failed
# of Controls

AWS Control Compliance Status

2 6 O 168 FPassed

# of Controls 89 Failed

o~ @A
Compliance Status Failed Checks
Passed 0af1
Failed 40of4

Failed 4of4

Failed
Failed
Passed

Pass



Execution Summary

Y Show Filters Severity: Critical X

Control Id

Cs.23
CloudFront.1

CodeBuild.1

M P PSS e 0 B B

CodeBuild.2
DMS.1

EC2.1

EC2.19

ES.2

1AM.4

1AM.6

KMS.3
Lambda.1
Opensearch.2
Opensearch.7

PCl.CodeBuild.1

Page 1 of2 Records Per Page: 20 v
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¢ | AWS MANAGED CONTROLS - EXECUTION SUMMARY

Control Name
Ensure no root user
Ensure MFA is enabled for the root usel
Ensure hardware MFA is ed for the root user
Ensure the S3 bucket used to store CloudTrail logs is not publicly accessible
CloudFront distributions should have a default root object configured
CodeBuild GitHub or Bitbucket source repository URLS should use OAuth
CodeBuild project environment variables should not contain clear text credentials
Database Migration Service replication instances should not be public
EBS snapshots should not be publicly orable
Security groups should not allow unrestricted access to ports with high risk
Elasticsearch domains should be in a VPC
AM root user access key should not exist
Hardware MFA should be enabled for the root user
AWS KMS keys should not be deleted unintentionally

es should prohibit public access
OpensSearch domains should be in a VPC
OpensSearch domains should have fine-grained access control enabled

CodeBuild GitHub or Bitbucket source repository URLs should use OAuth

Severity

e —
2 ]

Compliance Status
Passed
Passed

Failed

Passed
Passed
Passed
Passed
Passed
Failed

Passed
Passed
Failed

Passed
Failed

Passed
Passed

Passed
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